Linkedin Nathan Dowd NathanDowd.Tech

Senior Cybersecurity professional with over a decade of experience in IT and cybersecurity,
leveraging my expertise in Risk Management Framework (RMF) implementation, security control
assessments, and compliance with NIST 800-53. Proven ability to develop and maintain System
Security Plans (SSPs) and implementing enterprise-wide cyber security programs.
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DOD Top Secret CE
SCI Security Clearance

Education
BS in Information Technology
AA in Information Technology/Systems Support
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Advanced in Atrtificial Intelligence Security Management AAISM
Certified Information Security Manager ISACA CISM

Certified Information Systems Security Professional ISC? CISSP
Certified in Governance, Risk and Compliance ISC?2 CGRC
Certified Cloud Security Professional ISC2 CCSP

Certified in Cyber Security ISC? CC

Security Plus CE COMPTIA

Project Plus COMPTIA

Cisco Certified Network Associate Certification CCNA
Microsoft Azure Administrator AZ-104

LPI Essentials Certification

AWS Cloud Practitioner

Splunk Core Certified User
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2022 Western Governors University
2016 University of Phoenix
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Expires June 2026
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Expires June 2026
Expired
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Experience
Integrits Corporation| Edwards AFB, Ca

Senior System Administrator / Information Systems Security Officer January 2024 - Present

Managed TEMPEST compliance, audits, and security procedures for classified processing areas.
Managed user accounts and ensured compliance with Information Assurance requirements.
Conducted user and account audits, resolving lockouts and security issues.

Briefed new personnel on IT and Information Assurance acceptable use policy and rules and behavior.
Processed Foreign National packages and coordinated CAC/NEATS token issuance.

Validated DLP waivers and participated in Annual MICT/COMPUSEC and Tempest inspections.
Led Security Control Assessments for eight mission critical classified systems

Developed and enforced cybersecurity policies in alignment with JSIG,

Created and maintained security artifacts in eMASS, supporting ATO accreditations

Audited and sustained ATOs, implementing security measures compliant with the NIST 800-53
Collaborated with ISSM, |IA teams, and key stakeholders to implement security best practices
Performed risk assessments, control re-validations, and managed POA&M.,

Executed ACAS scans, SCAP/STIG compliance checks, across 12+ Windows and Linux systems.
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Managed secure data transfers across systems of varying classification levels,

Hosted ATO meetings with internal and external stakeholders, streamlining RMF procedures
Contributed to security capabilities for counter-space and space domain awareness systems. Executed
continuous monitoring plan and kept artifacts current.

Integrits Corporation, Edwards AFB, Ca
Senior System Administrator 10/2022-1/2024

Maintained classified enclave systems, deploying Cisco switches, VMware VMs, and secure servers
Managed WSUS patching operations, ensuring compliance with JSIG and DoD patch mandates
Conducted quarterly SCAP/STIG audits using DISA tools, supporting RMF Continuous Monitoring
Administered IAM via Active Directory, issuing DoD PKI certificates to CACs for secure access control.
Completed COMPUSEC and TEMPEST inspections, verifying compliance with DoD standards.
Executed ACAS scans, and reported risk and compliance for 13 systems with over 100 endpoints
Supported RMF ConMon activities, identifying risks and applying mitigations across the enterprise
Built custom SCAP/STIG baselines, ensuring secure tailored implementations

Enforced endpoint policies via Trellix ePO, aligning with DoD Endpoint Security Solutions (ESS).
Provisioned and managed VMware instances, maintaining secure, accredited virtual environments.

Victor Valley transit Authority | Hesperia, Ca
System Administrator | 08/2020-10/2022

Collaborated with procurement to research and validate technical solutions for implementation. Managed
technical projects and vendor engagements, developing business cases, SOWSs, and SLAs

Deployed Darktrace SIEM/SOAR, created playbooks, and handled cybersecurity incidents.
Implemented and administered Secure Email Gateway, strengthening defenses against phishing and
email-based cyber threats

Led security awareness programs and mock phishing campaigns.

Established and enforced security policies, including clean desk, shared accounts, and password
management, to enhance organizational security.

Developed and led a cybersecurity training program, improving compliance and security awareness for
200+ employees by 35%.

Managed physical security access and investigated access violations.

Maintained and deployed Avigilon camera systems, assisting in investigations.

Configured network at local and remotes facilities across the enterprise

Administrative Competencies: FedRAMP, PCI-DSS, NIST 800-171, NIST 800-37, NIST CSF, NIST
800-53A, 800-53B

Software competencies: eMASS, SCAP, Tenable, Nessus, STIG Viewer, Windows, Linux (Red Hat,
Ubuntu), Microsoft Office 365, AWS, PS Audit



